PEITYBJIMKA CPEHUJA
MMHHCTAPCTBO OMJIA/IMHE H CIIOPTA
Bpoj: 404-02-00072/2021-02
Jatym: 12. noBembap 2021. ronune
beorpan

JIOKYMEHTALIUJA 3A YUELUIRE
V HABABLIM BE3 I[IPUMEHE 3AKOHA O JABHHM HABABKAMA
H 17/2021 — JIMLIEHLIE 3A AHTUBHUPYCHU IPOI'PAM

Beorpan, HoBemdap 2021. roanne




Ha ocHoBy unana 92. a y Be3u ca wiaHoM 27. CTaB |. Tauka 1) 3akoHa O jaBHUM HaOaBKama
(,,Cx1. rmacuuk PenyGinke CpGuje” 6poj 91/19),
JIMILIE 3a CTIPOBONEH-E MOCTYIKA MPHKYIbabeM MOHY /1A, u3jaje

MMO3UB
3a JocTaB/baibe nonyaa H 17-2021

MOJAIIM O HAPYYHOLLY:

Hapyuuiai: MUHHCTApCTBO OMJIAZIMHE M CrIOpTA
Anpeca: Bynesap Muxajna [lynuna 2, Hosu beorpan
MHTepHET CTPAHHLIA: WWW.IMOS.ZOV.TS

Bpcra Hapyunoua: JaBHH Hapy4Hanl

Mar. 6p. 17693719

[T1B: 105004944

e-mail: javnenabavke(@mos.gov.rs

Ocoba 3a kouTakT: JKesbka Jbybojesuh

[To3MBaMO BacC Jia JOCTABHUTE IMOHY/Y 3a HaDABKY JIMICHLE 3a AHTHBHPYCHH NpOrpaM H 17/2021,ay
cKJIajty ca crielH(HKalMjoM Koja ce HaJlasK y NpHJiory OBOT O3HBA.

[Tonyjly JOCTaBMTH Ha oOpacily KOju ce HanasH y HpHIIOry OBOT I103HBA. O6aBe3HO NMONYHUTH CBE
nojarke y odpacuy v noTinucaru.

Venosn miahama: Ha TeKyhn pauyH HCIOPYHYHOLA Y POKY OJL HajlyKe 45 naHa OJ1 JlaHa TpyrKama
yenyre, a mpemMa HCIocTaB/beHo) ucnpasHOj (pakTypu. PadyH ce HCrocTaBba y ANHAPHUMA.

KputepHjym 3a H360p HajlOBOJbHH]E NOHY/IE je eKOHOMCKH HajIIoBOJbHH]A MOHYJA.

PoK 3a jlocTaBsbabe moHyaa: 19. Hosemdap 2021. roanne 10 12,00 yacosa, Oe3 003upa HA HAYUH
MOHOILIECHHA MOHY/IC.

HauuH JI0CTaB/balba MOHY/IA: €JIEKTPOHCKUM IYTEM Ha ¢-Maui ajpecy: javnenabavke@mos.gov.rs
WIN Ha ajpecy: MHHHMCTApCTBO OMJIA/IMHE H CIIOPTA, Bynesap Muxajia [Tynuna 2, Hosu beorpan

Hapyumnan he MOTBPANTH [PUJEM IOHY/IE EICKTPOHCKHM MyTCM.




MONYHABA ITIOHYHBAY
(MOHY/y MOTIHCATH ¥ OBCPHTH 1e4aToM)

OBPA3AILl TOHYJIE

opoj

OIUC NMPEJMETA HABABKE: jinunenue 3a aHTHBHPYCHH nporpam

OBPA3AIl ITIOHY/E H 17/2021

[Monyhau nojHocH Tonyay: 1) CAMOCTAJIHO; 2) 3AJEJJHUYKH; 3) CA
[10JIN3BOBAYEM

[Toc/oBHO MMe U ceauiuTe rnoxyhava:

JlenoBoanH GpPoj MOHY/e H JATYM NOHY/1€:

Hme ocobe 3a KOHTAKT!

e-mail:

TenedoH u pakc:

[TUb:
Maruunu 6poj:

Hazug Ganke u Opoj padyHa:

JIuite osnantheHo 3a MOTMHC yroBopa:

BesnumHa npuBpeaHor cyojexra (MHKpO, Majlo,
Cpe/lbe WM BEJIMKO MPUBPE/IHO JIPYILTBO):

Pok BakHOCTH moHyze (He Mambe o1 30 1aua):

[pemer noye: JIMLEHLE 3@ aHTHBUPYCHH MpOrpam

Yxynso 6e3 [1/1B-a

Ykynuo ca [1/1B-om

MeCEeyHO, Y POKY __ JlaHa OJ1 laHa

Hauun u pok ruiahama y 1aHuMa o/l 1aHa npujemMa ;
HCIIOCTABJbarba pavyHa U W3BEITa)a O

pauyHa:
M3BPILIEHUM ycilyrama
Mecro: [Tonyhau
MIL yh
Jlarym:
Hanomena:
Odpasay noiyoe nowyhay mopa Od NONYHU, 06ePU NEYAMOM U nomnuuie, Hume nomephyje oa

cy maunu nooayu Koju ¢y y obpacyy nomyoe nageoenu. Vroauko nouyhavu noownoce
3ajednuyKy nonyoy, epyna nonyhava mooice oa ce onpeoeiu da obpaszay nonyoe NOMRUCYJy u
newamom 06epasajy céu nonyhau us epyne nonyhava wiu epyna nowyhasa modice oa oopeou
Jjeonoz nonyhava u3 epyne Koju he nonymnumu, nomnucamu u newamot osepumu obpasay

noHYOy




Texnuuka cneunpurauuja
TexHHuKa crneuuduKaluja H TEXHHYKH OMHC yCayra:
[TposysKere JIMUEHIM aHTHBHPYCHOT Mporpama

ESET Endpoint Protection Advanced 3a 110 pauynapa y Tpajaiby O/1 Je/IHE TOIMHE.

Jlnuenua 3a xopuinheme M OApKaBarbe 3alUTHTE O MalBepa tpeba na Oyae jeJIMHCTBEHA,

LEHTPAIHO YIIPaB/bUBa U Ja obe3dean HecmeTano kopuiheme coprsepa npema ciaenehum TeXHHUKUM
3aXTeBUMa!

Mopa Ja o0yxBaTH 3alTHTY 32 ONEPaTHBHE CHCTEME Windows XP/Vista/7/8/10, Windows Server
2003/2008/2012/R2/2016, Windows Mobile 5/6.x, Mac OS, Linux/FreeBSD, Android 2.x u
HOBMjH, Te 712 06e30en LIEHTPAIN30BAHO YNPaB/babe MyTeM jesHe aAMHHHCTPATOPCKE KOH30JIE 3a
CBE MHCTAHLIE U MOJLyJIE 3AILTHTE,

Mopa Ja OCUTypa pajl 3allTHTE y BUPTYEIHOM OKPYKCHY Y3 MOACIIABAILE ONTHMAIHOL CKCHHpalba
JIe/bEHUX pecypca BHPTYEJHMX MallMHa na XocTy Kao M Ja omoryhu 3alITHTY Ha HHBOY
xumepsu3opa VMware Ge3 HHCTallalM]e KNjeHaTa Ha BUPTYCITHUM MalllHHAMA;

Mopa aa ocurypa 3aiTuTy Vmware BUPTYEIHOT OKpY’kKerba 1 J1a Mo/pKasa naardopme Vmware
NSX u vShield. Takohe norpe6ho je na peuere noapxasa Vmware NSX automation, vMotion
KOH30J10M 33 Ja/bHHCKY aAMHHHCTpalmjy, kao u ca BeG Gasupanom kousosom. [la 103BosbaBa
tako3any drill-down crnocoGHOCT BHPTYEJIHMX MallMHA 3a yOp3aHO H3BPIIABAILE TACKOBA M
xommietan endpoint security management. IlTorpeGHo je aa pewierbe noAp/kasa ynpasbaibe H
BHPTYSJHMX M (PM3MUKMX MAllMHA Ca JeJHE YNpPaB/hauKe KOH30/1C Kao Ja MOoAapzasa moryhuoct
MHCTAJALMje HA BMLIE XOCTOBA ojjeaHoM. Takohe peuieme mopa obe30eanTH ONTHMH30BAMEC
pecypca M mep(OPMAHCH TaKO Jia MEXAaHH3aM 33 CKEHHpamE Ha 3J0HAMCPHE KOZOBC HE yTHUE
OMTHO Ha pajl OCTAIHX AIUIMKALH]a 1 NPOLECa;

Mopa na 06yxsatn MoryhHocT edukacHe 3aluTHTe 01 MajBepa OAAHOCHO BUPYCA, LPBa, TpojaHaua,
aasep M crajsep coreepa, pyTKNT-0Ba;

Peluerse MOpa Jia Noce/lyje 3alTHTy 3a MoOuaHe ypehaje Ha 3aXTeBaHUM nnardopmama (mobile
device management, mobile endpoint security, BYOD noapuika) KOja je ynpaBjbHBa IyTEM
jeIMHCTBEHE LEHpPAIHE KOH30Je M3 Koje ce HaJArIe/ajy OcCTaje KOMIIOHEHTE 3alITHTE Ha
NOAp/KaHNM IU1aT(opMamMa 1 ONepaTHBHHM CHCTEMUMA;

MOTYhHOCT KOHTpPOJIE MOTEHUHMJAIHO HEKEbEHUX aruiMkanja kao wro cy IM, P2P, VolIP u cn.
(anMKalMje Koje HUCY 3JI0HaMEPHE 110 CBOjOj NPHPOAH Al MOIHTHKOM HAlue OpraHu3almje HUCy
N103BOJbeHe 3a kopHuihemne);

Mopa ja oGe36e1 ACTEKLH]y pabHBOCTH Ha/l IPOTOKOIHMA KA0 LWITO CY SMB, RPC, RDP u jna
omoryhu 3awTuTy npe H3jacka 3BaHHYHE 3aKpIE O CTpaHEe npousBohaua codreepa u HeHe
NpUMEHE;

moryhHOCT cripevaBara H3BpLIaBaba AepHHHCAHE aniy Kallhje Ha pauyHapy,

koHTposly M Moryhnoct Goknparba oapeheHux ypehaja na paanum crannuama (CD/DVD, IrDA
ypehaju, ypehaju nosesanu nyrem USB, Bluetooth i Firewire y cknaay ca ae(pHHHCAHOM MOJHCOM
(Device Control (yKHLHOHAIHOCT), K&0 ¥ MOrYhHOCT NPHKYIJbatba JIor ¢ajnosa ca THX ypehaja;
MoryhHOCT 3auITure 0f T3B. zero-day npeTibH — NPOAKTHBHA 3aLITHTA O/ TIO3HATHX H HEMO3HATHX
TPEeTH:H;

MoryhHOCT npoBepe pauyHapa y OAHOCY Ha HM3 MPaBuia W yCrnoBa MOCTAaB/bCHHX 0/l CTpaHe
CHCTEM aJAMMHMCTPATOpa M y OJHOCY Ha IbHXOBY HCHYHCHOCT JI03BOJIM MPUCTYH pauyHapcKoj
MpEXKH HJIH CMECTH padyHap y KapaHTHH (Network Access Control, NAC dyxuunonanuoct). NAC
MOpa MHHMMAJIHO Ja TMpPYXH MOryhHOCT npoBepe MpHCYTHOCTH H a)KypHUPAHOCTH AHTHBHPYCHOT
codTBepa M /1a /M je NpHUMEIbeH oarosapajyhu ,.service pack' Ha onepaTUBHM CHCTEM pauyHapa;



MOryhHOCT LEHTPaJN30BAHOr YNpaB/baa H a/IMHHUCTpALM]je Pellicba, Aa/bHHCKE MHCTANALM]e
peiea Ha KIMJEHTCKHM M CEPBEPCKHM MalIMHAMA, Ka0 M VHTEpHET MpPHCTYN KOH30/IH 33
HaArIeae 1 yrpassbaibe 3auTntom. Konsona mopa Ja omoryhu aepuHHCabE Pa3IHIMTHX NPaBa
MPUCTYNA aJMHHHCTPATOPHMA Y 3aBHCHOCTH OJL TOJIMTHKE Hallle OpraHH3aLmje;
MoryhHOCT yKJiambarba 1 ne3nHdeKUnje NPeThe Aa/bHHCKUM ITyTEM Ca H3/IBOjEHE JIOKALH]E;
MOTYRHOCT LIEHTPAIH30BAHOT AKYPHPakba aHTHBHPYCHHUX M APYTHX nepuHuLKja;
moryhnoct npaheisa 1 H3BELITaBAA O [OjaBH MPETH:H W APYTHM OUTHUM norahajuma Ha cucTemy
Ka0 M aKljujama Koje Cy YCJe/IMIC HAKOH JeTeKIje IIPeTHbe Wikl APYTuX aorahaja;
moryhHocT yBo3a rpyna  KOpHCHHKA U3 Microsoft akTHBHOT IHPEKTOPHjyMa Halle OpraHH3almje
KaKo 61 ce Ha HUX NPHMEHHIIE MOJIHCE;
MOryhHOCT ayTOMATCKOI CHHXPOHH30Bama Ca AKTHBHHM JMPEKTOpHjyMOM, riae he npHiIuKoM
JICTCKTOBAIbA HOBOI pauyHapa KOjH je uaH JOMCHA OH ayTOMarcki OMTH yBE3EH y KOH301Yy 3a
LEHTPA/IM30BAHO YNPAB/bakbe M Ha Hhera he ce ayroMarcki MpUMEHUTH JeduHHCcaHa rojuca 3a
rpyny KOpUCHHKA KOjO] MpHMaja;
MOryhHOCT JeTaj/bHOT H3BEIITABAA H KPEHPAHHA u3BelTaja ca Moryhnouhy biX0BOTI H3BOKEHA y
TXT, EVTX, PDF, XLS i CSV dopmar;
moryhnocr 3a kopuuihewe Moayna 3a Bootable System Recovery, Kao H Me/H1je 3a OnopaBak
cuCTeMa MPHINKOM TEKHX MH(EKI]a;
MoryhHOCT JeTeKluje ManBepa Kpo3 CKeHHPabe HTTPS npoToko/a n KOMIPUMOBAHHX ¢ajiosa;
moryhHocT aeuHKMCalba NPaBHIIa 38 CHCTEMCKE pErHCTpe, npolece, aruiMKaiuje u (ajnose, Kao i
JETeKIHjy MpeTibi Ha OCHOBY TNOHAlama CHCTEMA (Host Intrusion Prevention System, HIPS
(yHKLIMOHAIHOCT);
Mopa ja Nocejlyje MHTETpHCaH ajlaT 33 AAbHHCKO CHMMAMLC CAMKE Mpolleca Ha KJIMJEHTCKOM
pauyHapy (aKTHBHH NpPOLECH, HHCTAIHPaHH codreep, perucrap 0asa, MpEKHE KOHEKLIHje HTL.) 1
YKJIakbathe TAKO YOUEHHX HEKEbEHHX CCPBUCA JatHHCKHM nyTeMm;
Mopa na obe3bean kopuuiheme HHTErpHCAHOT ajaTa 3a KpEHpame HE3aBHCHHX Mmeauja 3a
yuwhewe W OMOpaBaK CHCTEMA Y ciyuajy TeKHX HMHQEKuMja MaaBepoM (SysRescue
(l)y!{I-IlJ.HOHaJIHOCT);
Moryhuoct npahera u odaselITaBaiba 0 MPOMEHaMa Ha cucTeMcKMM (ajiioBUMa 1 aninKaunjama
Koje MPUCTYIajy HHTEPHETY (Application Modification Detection, AMD (yKHIHOHAIHOCT);
MoryhnocT camooa0paHe 0/ MajiBepa yMja je HaMepa Ja MCKIbYUH 3aITHTY HA CCPBEPHMA HIH
KJIMJEHTCKMM MalliHHaMa,
Moryhnoct kontposie MHTEpHET caoGpahaja Ha MpExH Ha OCHOBY neduuucannx Hurepuer
[10/11Ca, MHTErpalyje ca akTHBHUM JMPEKTOPHjyMOM H uTepa 3a KaTeropu3aljy caapiaja;
Moryhnoct kopuuihea HHTErPHCAHOT 3aAIUTHTHOT 3Ha ¥ MOJyNa 3a 3alTHTY 0i Oe3BpeiHe e-
MOLITE HA KJIMjEHTCKNM ypehajuma;
MoryhHoCT HHTErpaumje ca Microsoft NAP (Network Access Protection) cepBucOM, TaKO WITO naje
moryhHoct 3abpaHe WM J103BOJIC MPHCTYTIA OCEeT/bMBHM  CaJpiKajuMa Ha MpPEXKH, MyTeM SHV
nonatka 3a cepsepe (System Health Validator dyksunonantoct) 1 SHA noaarka 3a KJIMjeHTe
(System Health Agent (pyKHIIHOHAIHOCT);

Tonyhenn anTHBHpYC CO(TBEp MOpa HuTH noHyheH y nocieanoj JIOCTYMHO] KOMEpIH]aIHO]

pepsuju. Iloa KoMepuHjalTHOM ep3ujom codreepa Hapyumnan cmarpa  [OCICAibY JIOCTYIIHY
KoMmepLujaany (poJajuy) Bep3ujy corBepa a He TECTHY MK pa3Bojiy Bep3ujy codrsepa (T3B. Oera
Bep3ujy) kojy mnpoussohaun (y MOje/IMHMM  CllyuajeBiMa) MCIopy4yjy ainm He 00e36ehyjy y3
HCIOpydeHy Bep3ujy rapaHiujy no nuraiby O/piKaBatba, aKypHparba, Kao H 10 MUTalby MOYy31aHOCTH
copTBepa Kao WTO TO YHHE Y ciyyajy KOMEpLHjaIHHX Bep3uja.

Pox nnahama: 10 JlaHa O]l /laHa U3BPLUCH:A YCIYyTe;

TlepHoa Ha Koju ce jaBHa HabaBKa HaGaBka Bpiu: 12 MECeLH.



MOJIEJI YTOBOPA
(MOMyH-eH, OBEpeH W MOTIHCAH)
0 HabaBIM ycayre — JIMLEHLE 33 aHTUBUPYCHH MPOrpam

3aK/by4CH J1aHa nosemOpa 2021. roaune y beorpany, u3meby:
1. Peny6nuke Cpouje, MunncTapeTBa OMIanHe W CHOPTA, bynesap Muxajna [ynuna 2, Hosu

beorpaa, Mb: 17693719, 111b: 105004944 xoje 3actyna munucrap Barba Y nosuuunh (y nambem
tekcTy: Hapyunnai)

2,

Kora 3acryna (y Ja/beMm

tekcty: JlobaBspay)

YUnau 1.
Yropapauu KOHCTATYjYy:

— 712 je HapyumIall, HA OCHOBY 4iaHa 27. 3akona o jaBuum HabaBkama (,,CryxOeHH rIacHHK
PC”, 6poj 91/19) cipoBeo NocTynaxk NpUKybatba NOHYAa,

— na je nobassbay JIOCTABHO [OHYAY, KOja y MOTIYHOCTH O/roBapa crieunpukanjama u3
KOHKYPCHE JIOKyMEHTallMje.

Unau 2.

Ipeamer YroBopa je HabaBka aHTHBHUPYCHMX JIMLCHLH u autusupyche sawrrure 3a 110
KOPHCHMUKHX pauyHapa Ha TMEpPHOJ O] TOMMHY JaHa 'y cknaay ca nonyaom J[lobGassbava,
cedHMKaLMjOM ycayra H oapeadama 0Bor yrosopa.

Unan 3.

Jlo6aBsbay he nMIIEHLE HCTIOPYUHTH, Y GOpMH je/IMHCTBEHOT KOPHCHHYKOT HMEHA M JIO3HHKC,
eJICKTPOHCKHM MyTeM oBJlaiheHoM Jiuiy Hapyuuoua y poky oa 10 1aHa 011 1aHa 3aKk/bytciba yroBopa.

Y cayuajy objextusne norpede JloGasmay je ayxan Ha npsu nosus Hapyuuoua yecayry
usBpwnTH y ceauwry Hapyunoua, y ciyuajy aa ce oHa u3 Ouio KOJEer pas3/iora He MOXKE H3BPIUHTH
€/IEKTPOHCKUM TTyTEM.

Ynau 4.

YropopeHa LieHa 3a Npy’keHe ycayre H3HOCH aunapa, 6e3 I1JIB-a, 0HOCHO
avnapa, ca I1JIB-om.

YrosopeHa lieHa je (UKCHA H obyxBara CBE 3aBHCHE TpPOLIKOBE koje JlobGaBmauy uma y
peajn3alju yroBopa.




Ynau 5.

Hapyuunnau he JloGaBsbauy niaTuTH y LENOCTH yroBOpeHy LeHy y poky jo 30 aana, o jaHa
H3BpLICHA YCIYTre H MpHjeMa payyHa.
Y3 pauyn Jlo6assbau he 10CTaBHTH M H3BEIUTAj O H3BPLICHY YCIYTE,
ObaBese Koje eBeHTyaqHO aOCMEBajy y Hapeanoj roamuu, miarnhe ce no obGesdehemy
cpejacTapa y OyueTy 3a Ty roauny.
Unan 6.

Y cayuajy cnopa o oBoM yroBopy, Hajuiexkan je I[Ipuspennu cyn y beorpany.
Ynan 7.
Yrosop cryna Ha CcHary JaTyMOM IOTHHCHBaHka YrOBOPHHX CTpaHa, a BaXKM J10 HCTEKa
JIMLIEHILE.

Ynan 8.

OBaj yroBop je cauuieH y YETHPH MCTOBETHA IPHUMEPKA, Ol KOJUX CBAKA yrOBOpPHA CTpaHa
3a/1p’KaBa 1o JBa NpuMepKa yroBopa.

Jlobassbau Hapyunnau

MHHHUCTap
Bamwa Y osuuuh



